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NARODNY No: V20200604-02K
E ‘ URAD BEZPECNOSTNE VAROVANIE

DéleZitost [ Nizka | [ Stredna [ Vysoka X Kriticka CVSS skore: 9.8
Klasifikacia X Neutajované / TLP(WHITE) [ Vyhradené [0 Déverné [ Tajné

Kod sektora (dopad)

Identifikator

Cisco produkty viacero zranitelnosti

Popis

Spoloénost Cisco vydala bezpeénostné aktualizacie na portfélio svojich produktov, ktoré opravuju
viacero bezpecnostnych zranitelhosti.

Najzadvainejsie bezpecnostné zranitelnosti v Cisco 10S a [0S XE umozZnuju vzdialenému,
neautentifikovanému utoénikovi vykonat skodlivy kéd s nasledkom Uplného narusenia dévernosti,
integrity a dostupnosti systému.

Datum prvého zverejnenia varovania
03.06.2020

CVE

CVE-2020-3198, CVE-2020-3199, CVE-2020-3200, CVE-2020-3201, CVE-2020-3203, CVE-2020-3204,
CVE-2020-3206, CVE-2020-3207, CVE-2020-3208, CVE-2020-3209, CVE-2020-3210, CVE-2020-3211,
CVE-2020-3212, CVE-2020-3213, CVE-2020-3214, CVE-2020-3215, CVE-2020-3216, CVE-2020-3217,
CVE-2020-3218, CVE-2020-3219, CVE-2020-3220, CVE-2020-3221, CVE-2020-3222, CVE-2020-3223,
CVE-2020-3224, CVE-2020-3225, CVE-2020-3226, CVE-2020-3227, CVE-2020-3228, CVE-2020-3229,
CVE-2020-3230, CVE-2020-3231, CVE-2020-3232, CVE-2020-3233, CVE-2020-3234, CVE-2020-3235,
CVE-2020-3237, CVE-2020-3238, CVE-2020-3257, CVE-2020-3258, CVE-2020-3267, CVE-2020-3281,
CVE-2020-3333, CVE-2020-3335, CVE-2020-3339, CVE-2020-3353

10C

Zasiahnuté systémy

Cisco 10S XE Software verzie 16.3.1 a starsie

Cisco 10S

Cisco NX-0S

Cisco 809 and 829 Industrial ISRs

Cisco Catalyst 3650 Series Switches

Cisco Catalyst 3850 Series Switches

Cisco Catalyst 9200 Series Switches

Cisco Catalyst 9300 Series Switches

Cisco Catalyst 9500 Series Switches

Cisco Catalyst 9800 Series Wireless Controllers

Cisco Catalyst 9800-L Wireless Controllers

Cisco Nexus 3000 Series Switches

Cisco Nexus 5500 Platform Switches

Cisco Nexus 5600 Platform Switches

Cisco Nexus 6000 Series Switches

Cisco Nexus 7000 Series Switches

Cisco Nexus 9000 Series Switches in standalone NX-OS mode
Cisco 10x Application Framework verzie starSie ako 1.9.0
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Cisco 800 Series Industrial Integrated Services Routers (Industrial ISRs)

Cisco 800 Series Integrated Services Routers (ISRs)

Cisco 1000 Series Connected Grid Routers (CGR1000) Compute Module
Cisco 1C3000 Industrial Compute Gateway

Cisco Industrial Ethernet (IE) 4000 Series Switches

Cisco 1000 Series ISRs

Cisco 4000 Series ISRs

Cisco 4300 Series ISRs

Cisco ASR 1000 Series Aggregation Services Routers

Cisco Catalyst 9x00 Series Switches

Cisco Catalyst IE3400 Rugged Series Switches

Cisco Embedded Services 3300 Series Switches

Cisco IR510 WPAN Industrial Routers

Cisco Unified CCX software verzie starSie ako 12.5(1)

Cisco Prime Infrastructure verzie starSie ako 3.7.1 Update 01 a 3.8 Update 02
Cisco ISE verzie starSie ako 2.2.0.470-Patch13,2.3.0.298-Patch6 a 2.4.0.357-Patch2
Cisco Application Services Engine Software verzie starsie ako 1.1.2.20.

Cisco ASR 920 Series Aggregation Services Router model ASR920-12SZ-IM
Cisco DNA Center software verzie starsie ako 1.3.3.3.

Nasledky

Vykonanie Skodlivého kédu a uplné narusenie dévernosti, integrity a dostupnosti systému
Znepristupnenie sluzby

Neoprdvneny pristup k citlivym udajom

Odporucania

Administratorom odporuc¢ame bezodkladne vykonat aktualizaciu zasiahnutych systémov. V pripade, ak
na zranitelnych zariadeniach nepouzivate 10x prostredie a HTTP server, odporuc¢ame ich v nastaveniach
zariadenia vypnut prikazmi "no iox", "no ip http server" a "no ip http secure-server".

Po odstréneni zranitelnosti, ktoré mohli spdsobit vzdialené vykonanie kdédu, je dobrou praxou kontrola
systému a zmena vsetkych hesiel a klicov na dotknutom systéme a aj na inych systémoch, kde sa

pouzivalo rovnaké heslo ¢i kl'uc.

Zdroje

https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ioxPE-KgGvCAf9
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ios-iot-rce-xYRSe MNH
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-webui-cmdinj-zM283Zdw
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-webui-PZgQxjfG
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-web-cmdinj4-S2TmH7GA
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-web-cmdinj3-44st5CcA
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ssh-dos-Un22sd2A
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ikev2-9p23Jj2a
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-sxp-68TEVzR
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-iosxe-vpn-dos-edOmW28Z
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-asr920-ABjcLmef
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ewlc-dos-AnvKvMxR
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-APIC-KSV-3wzbHYT4
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-caf-file-mVnPgKW9
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-dnac-audit-log-59RBdwb6
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-c2960L-DpWA9Re4
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-auth-b-NzwhJHH7
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https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-priv-esc3-GMgnGCHx
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ioxxss-wc6CqUws
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-APIC-EPU-F8y5kUQOP
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ise-dos-qNzq39K7
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-priv-esc2-A6j{VRu7C
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-pi-sql-inj-KGLLsFw8
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-priv-esc1-OKMKFRhV
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-uccx-api-auth-WSx4v7sB
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-tcl-ace-COKuVKmm
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-web-cmdinj2-fOnjk2LD
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-tcl-dos-MAZQUnMEF
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-snmp-dos-USxSyTk5
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-webui-filerd-HngnDYGk
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ios-iot-gos-vuln-s9qS8kYL
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-sip-Cv28sQw2
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ngwc-cmdinj-KEwWVWR
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-iosxe-ewlc-dos-TkuPVmZN
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-caf-3dXM8exv
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-cipdos-hkfTZXEx
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-iosxe-webui-rce-uk8BXcUD
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-webui-unauthprxy-KXXsbWh
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ios-nxos-onepk-rce-6Hhyt4dC
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ios-iot-vds-cmd-inj-VfltqGhE
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-iosxe-fnfv9-dos-HND6Fc9u
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ios-ir800-img-verif-wHhLYHjK
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-iosxe-digsig-bypass-FYQ3bmVq
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ios-iot-vds-cred-uPMp9zbY
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